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Seminar Topics
• Downloading and applying updates to programs

• PC Firewalls & Securing DSL/Cable Modem/Routers

• Malware, Anti-virus & anti-spyware programs

• Phishing      - what it means and how to avoid

• Keyloggers  - protecting your personal information

• Web Browser Cookies & safe web surfing

• Handling Spam emails

• Password selection and management

• Top Security Tips

• Q & A
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Introduction

• Computer Security protects your PC, and you

• It is never perfect but with care you can make your 
computer or on line account very hard to crack

• Wherever you use a computer, or access the internet, 
email, social media you will need to protect your 
computer with strong passwords, firewalls and anti-
virus programs.

• If in doubt do not open an email or go to a website 
you are not sure about.

• Follow Top Security Tips slide & be as safe as you can
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Downloading and
applying updates to programs

• Security updates keeps your PC safe

• Microsoft automatic updates should be ON
– You will need to be connected to internet to get updates

– Updates from Microsoft should now occur automatically. Sometimes will 
require reboot of your PC. You can always go to START Menu and look 
for “Windows Update” and download manually-follow instructions-easy.  
Win7 example

• Make sure Microsoft firewall is turned ON 

• Other programs(e.g. Adobe, Firefox, Skype, Java, Flash  etc)

– All will have an option to update automatically

– If not sure look under Help for  “check for updates” & update manually

• windows 7 just type update in start menu file box 4



Updates -More

• If a program suddenly opens a window or gives a message like  
“update available, update now” OR User Access Control Box

– 1st check program name requesting is same as being used. Windows will often 
check this anyway.

– Follow instructions, but if in doubt ask for help and cancel

– If program tries to access critical parts of your computer your anti-
virus/windows will likely popup telling you of this. If you have the choice select 
non-critical update or similar. If not decline and get advice.

• Using Anti-Virus security programs
– Many anti-virus programs have an option to check all programs on your 

computer to determine what needs security updating and then point you at the 
correct place to get the update.

• Upgrade older security risky Programs by free download
– From Outlook Express (XP) & Windows Mail (Vista) to Windows Live Mail or Thunderbird.

– From Internet Explorer 6 to Internet Explorer 8, Firefox or Chrome
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http://explore.live.com/windows-live-mail?os=other
http://www.mozillamessaging.com/en-US/thunderbird/
http://www.microsoft.com/windows/internet-explorer/worldwide-sites.aspx
http://www.mozilla.com/en-US/firefox/
http://www.google.com/chrome


PC Firewalls
• PC’s connected to the Internet without a firewall can be hijacked quickly. 

Remote PC’s can then control your hijacked computer without you knowing.
– Firewalls are designed to prevent unauthorized access/control to a PC or network. 

• All data sent to and from a system  with a firewall is monitored and compared with a set of user-
defined security criteria(definitions). Any data that does not meet those criteria is blocked.

– There are two types of  mutually complementary firewalls to consider. 

• Host-based software firewalls — software that protects the PC it is installed on.(e.g  Windows 
Firewall,  and/or anti-virus  program firewall)

• Network-based  hardware firewalls — installed between your DSL or cable modem and your home 
network to protect all the computers on the network.

• Most High Speed Internet vendors(Bell, Rogers etc.) supply a combined 
Modem and Router(wireless or wired) box. The modem/Router box will 
contain a network hardware firewall.

• Windows comes with a software firewall which combined with the 
hardware modem/Router firewall  is  a good start

• In addition to Firewalls every PC should have an anti-malware program(anti-
virus) for additional protection. These programs run in the background and 
attempt to catch virus’s that may breach the firewall(s).
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Securing DSL/Cable  Modem/Routers
• For the technically inclined. However someone should do this 

for you following guidelines below.

• Securing a hardware ethernet firewall (router)
– change the password

– turn off remote management

– turn off UPnP (Universal Plugs and Play i.e. automatic port forwarding)

• Securing a wireless router
– All of the above PLUS

– implement WPA2 on the router and the clients (WEP isn't good enough any 
more) with  a very strong password (20+ characters – gibberish)

– change the default SSID

– don’t bother with MAC address filtering

– don't turn off SSID broadcast (no extra security but performance loss)

– use a VPN when forced to use WEP or an unsecured access point
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Malware page 1 of 3
• Trojan - Software that appears to perform a desirable function 

for the user prior to run or install but instead facilitates 
unauthorized access of the user's computer system. "It is a 
harmful piece of software that looks legitimate. Users are 
tricked into loading and executing it on their systems“  Another 
example on Windows XP.  

• Worm - is a self-replicating  malware program. It uses a 
computer network  to send copies of itself to other PC’s 
(computers on the network), and it may do so without any user 
intervention

• Virus - A computer virus is a computer program that can copy 
itself and infect a computer. The term "virus" is also commonly 
but erroneously used to refer to other types of malware, 
including but not limited to adware and spyware programs that 
do not have the reproductive ability. 

Malware, short for malicious software, is software designed to secretly 

access a computer system  without the owner's informed consent
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Malware Page 2 of 3

– Spyware - is a type of malware that can be installed on 
computers, and which collects small pieces of information 
about users without their knowledge.

• The presence of spyware is typically hidden from the user, and can be difficult 
to detect.

• Designed to steal personal info, identity theft and fraud

– Anti-spyware  specific Programs you can obtain include:

• AdAware:   AdAware

• Spybot search and destroy:  spybot

• Spyware blaster:  http://www.javacoolsoftware.com/spywareblaster.html

• Microsoft Security Essentials : MSE

• TrendMicro - Trend scan click on "Free spyware scan
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http://www.lavasoftusa.com/software/adaware/
http://www.safer-networking.org/en/spybotsd/index.html
http://www.javacoolsoftware.com/spywareblaster.html
http://www.microsoft.com/security_essentials/
http://www.trendmicro.com/: online


Malware Page 3 -3 

– Adware, or advertising-supported software, is a software package 

which automatically plays, displays, or downloads adverts to a 
computer. .

– Botnet - is a collection of software agents, or robots, that run 

autonomously and automatically. The main drivers for botnets are for 
recognition and financial gain, often used for denial of service attacks on 
competitor websites and general spamming

– Rootkit - software that enables continued privileged access to a computer 

while actively hiding its presence from administrators by subverting windows 
operating system functionality .

– Keystroke logging (often called keylogging) is the action of 

tracking (or logging) the keys struck on a keyboard. Typically in a 
covert manner so that the person using the keyboard is unaware that 
their actions are being monitored. Used to collect financial 
information
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Anti-virus
& anti-spyware programs

• Which one to choose,  Free or Pay  $?
• Free: probably okay if no online banking 

• Free : AVG Free  or Microsoft Security Essentials(MSE)

• Pay: then decide what features you need
• Some do all, some just viruses or spyware
• Most provide internet/email spam protection

• Best deal you can get
• Often Banks will provide free if you use their online 
banking.  Retail shops often have deals. Can often get 3 
licences for price of one, so could share with a friend, or 
install on multiple computers.
• Licence is usually for a year, sometimes longer

• Install more than one??
• Generally should avoid as conflicts occur
• Can run one real time, and others manually as required
• ALWAYS UNINSTALL  old anti-virus before installing new one

• IMPORTANT – Always do automatic definition updates 11

http://download.cnet.com/AVG-Anti-Virus-Free-Edition-2011/3000-2239_4-10320142.html
http://www.microsoft.com/security_essentials/


Phishing  - what it 

means and how to avoid

Phishing is the fraudulent process of attempting to acquire sensitive information 
such as usernames,  passwords and credit card details by masquerading as a 
trustworthy entity in an electronic communication.   Another Phishing 
example via email.

• Communications purporting to be from popular social web sites, auction sites, 
online payment processors or IT administrators are commonly used to lure the 
unsuspecting public. Phishing is typically carried out by e-mail or  instant 
messaging, and it often directs users to enter details at a fake website whose 
look and feel are almost  identical to the legitimate one. 

• Use an anti-virus program that protects from Phishing  PLUS common sense.

• Always get in the habit of looking at the URL

• Browsers like IE or Firefox will have add-ons for anti-phishing

• If you receive an email or message you are not sure about DO NOT click on it
but delete it and ask for advice.
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Keyloggers  - protecting
your personal information

Keylogger spyware, also known as a keystroke logger, is a software application that

captures and records each and every keystroke that is typed on your keyboard.

Protect Yourself by:

• Enable your firewalls. 

• Install anti-spyware and anti-virus software. 

• Obtain and use an automated form-filler, particularly if you often enter personal or financial 
information at any website. These form fillers encrypt and save this confidential information 
and automatically fill it in, so you won't have to type it in.

• Consider using an on screen keyboard. You would enter your information into this keyboard 
using your mouse rather than typing it in. Some Banks now employ this when you log in.

• Keep track of the programs that are running on your computer. Keyloggers tend to run in the 
background, out of sight. You can check the programs via the Task Manager by pressing (Ctrl 
+ Alt + Delete). 
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http://www.ehow.com/how_2203756_protect-yourself-against-keylogger-spyware.html


Web Browser 
Cookies & safe web surfing

Cookies  are mostly harmless
– convenience of remembering "state" eg. username/password

– tracking cookies so sites always load your preference  e.g English rather than French layout

– You can get rid of them in Firefox:

• Tools->Options->Privacy->Cookies->"for the originating web site only: set

– You get rid of them in Internet Explorer:
• Tools->Internet Options...->Privacy->Settings:Advanced->Block

• Get in the habit BEFORE and AFTER  using on-line banking when using Browsers to 
clear history: 
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Internet Explorer

Firefox



Web Browsing - Pop up Windows

Firefox( From Options) Internet Explorer(From Options)
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Handling Spam emails
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Never respond to Spam
• Make sure Spam filters are turned on and check spam folder on a regular basis

• Don't click on unsubscribe links. - If you didn’t originally sign up to receive the 

mail, or if you don’t recognize the sender or company sending the email, then don’t 

unsubscribe.  

• Don’t publish your  main  email address on any web site or discussion forum. 

• Use a separate email address - to sign up for newsletters, online posting, and 

mailings.  If the mailbox starts receiving an overabundance of spam, you can delete 

the mailbox or more aggressively filter it.

• Purchase anti-spam software - blocks 97-99% of spam to reduce the amount of 

spam you receive.

• Use a good email program like gmail that has built in anti-spamming

• Do not reply to spam and  Don’t buy anything from spammers..



Password selection and management
Your passwords are the keys you use to access personal information that you've stored on your 
computer and in your  online accounts (email, banking, online retailers, Skype, facebook etc.)

How to make a strong password :
•Make it lengthy. 8 characters or more, mix upper lower case and use symbols like $,%,&. More different 
characters the stronger the password . E.g.  ``My$Boat$Is$Blue! ``  is stronger than  ``joan1234``

•You can create a phrase made of many words (a "pass phrase“) , separated by a symbol (_, *, @, #, ~, etc.) or a 
number.  A pass phrase is often easier to remember than a simple password.  See Create a strong password 

•Use words and phrases that are easy for you to remember, but difficult for others to guess.

•Change Password often– typically every 90 days

Password strategies to avoid 
•Avoid sequences or repeated characters. "12345678," "222222," "abcdefg”

•Avoid using only look-alike substitutions of numbers or symbols.   E.g. i for 1. 

•Avoid your login name. Any part of your name, birthday, social security number, or similar information for your 
loved ones constitutes a bad password choice.   - ie anything that may be in public domain.

•Avoid simple dictionary words and different passwords for different systems

Use a Password Manager to store multiple different passwords – see notes
– allows very strong passwords, unique password per site, E.g onepass or Lastpass  

17Please see Password slides at end for full details

Keep your Passwords secret  - no excuses

http://www.downloadmost.com/freeware/software/?OnePass-10138.html
http://lastpass.com/


Top Security Tips 
• Security Scan your computer every week

– Anti-virus  Program  and spybot (if not in anti-virus program) or Microsoft Security Essentials

– Make sure to download latest virus definitions and latest anti-virus programs when available

• Always download and install security updates for Windows and 
browsers(IE ,Firefox etc.)

• Enable Microsoft Firewall and automatic updates

• Do Not open email attachment unless you know who its from. – see notes
– Be wary of chain emails, as  the originator may be infected

• Keep your user IDs and passwords confidential

• Create strong, effective passwords of 8  mixed characters or more
– Change every 90 days, use different passwords for different accounts  (e.g. email vs banking) 

• Use a secure web browsing program such as Firefox, and enable strong 
security and privacy settings including the use of a pop-up blocker.

• Set up your email filters to delete or file spam messages.

• Back up your data to CDs or another storage medium on a regular basis.
– If PC gets infected then may need to wipe complete PC Hard Disk &reinstall from CD’s

18
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Where to go to get more informatiom

• http://www.microsoft.com/protect/fraud/spam/email.aspx - How to deal with suspicious email

• RCMP cyber-crime division  - http://www.rcmp-grc.gc.ca/scams/index_e.htm - excellent tips

• RECOL: Report Economic Crime OnLine: https://www.recol.ca - examples of types of fraud

• check your credit history annually to make sure you have not been compromized. It’s free!

– Equifax:  https://www.equifax.ca/

– TransUnion:  www.tuscores.ca

• an expert in the field http://www.schneier.com/blog/archives/2004/12/safe_personal_c.html

19
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E:/ksc/check your credit history annually. It’s free!
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http://www.schneier.com/blog/archives/2004/12/safe_personal_c.html


Q & A

• Please contact Steve Courtney at 
computer@kanataseniors.ca if you have any 
specific questions concerning computer 
security or computer problems . I may be able 
to help or direct you to someone who can.

• This presentation can be found at

http://www.kanataseniors.ca/pdf-
files/Computers/security.pdf
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mailto:computer@kanataseniors.ca?subject=Question%20on%20computer%20security
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf


Supporting Slides Only
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Trojan example

back
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More Fake examples

Examples of fake and real Windows XP Security Center

back
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http://static1.malwarehelporg.netdna-cdn.com/blog/wp-content/uploads/2010/02/real-and-fake-windows-security-center-xp.gif


Worm Example

Don’t know who linda@hotmail.com is so DONOT click on the link

back
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Virus example
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Adware example 
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Spyware example – Detected by Spybot
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Phishing Examples
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Phising example 2  
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How to make a strong password 

•Make it lengthy. Each character that you add to your password increases the protection that it provides many times over.
• Your passwords  should be 8 or more characters in length; 14 characters or longer is ideal.  
• You can create a phrase made of many words (a "pass phrase“) , separated by a symbol (_, *, @, #, ~, etc.) or a number.  A pass phrase is often 
easier to remember than a simple password, as well as  longer and harder to guess. 

•Combine letters, numbers, and symbols. The greater variety of characters that you have in your password, the harder it is to guess.
•The fewer types of characters in your password, the longer it must be.  15-character password composed only of random letters and 
numbers is about 33,000 times stronger than an 8-character password composed of characters from the entire keyboard. If you cannot 
create a password that contains symbols, you need to make it considerably longer to get the same degree of protection. An ideal password 
combines both length and different types of symbols.
•Use the entire keyboard, not just the most common characters. Symbols typed by holding down the "Shift" key and typing a number are 
very common in passwords. Your password will be much stronger if you choose from all the symbols on the keyboard, including punctuation 
marks not on the upper row of the keyboard, and any symbols unique to your language.

Other important specifics include: 
•Use words and phrases that are easy for you to remember, but difficult for others to guess.
The easiest way to remember your  passwords and pass phrases is to write them down. Contrary to popular belief, there is nothing wrong with 
writing passwords down,  but they need to be adequately protected in order to remain secure and effective.  In general, passwords written on a piece 
of paper  kept away from system access devices are more difficult to compromise across the Internet than a password manager, Web site, or  other 
software-based storage tool. 

How to access and change your passwords 
The Help files for your computer operating system will usually provide information about how to create, modify, and access
password-protected user accounts, as well as how to require password protection upon startup of your computer. You can also try to
find this information online at the software manufacturer's Web site. For example, if you use Microsoft Windows XP, online help can 
show you how to manage passwords, change passwords, and more. 

Keep your passwords secret 
Treat your passwords and pass phrases with as much care as the information that they protect. 
if you have to write them down, consider a password "safe" with a master password that's not written down e.g. keyring for the palm or KeePass for 

windows  See (http://keepass.sourceforge.net/)

- use https://www.grc.com/password to generate crypto secure passwords
- use lastpass http://lastpass.com/

Passwords 1 of 2
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Create a strong, memorable password in 3 or 4 steps 
Use these steps to develop a strong password: 

• Think of a sentence that you can remember. Use a memorable sentence, such as "My grandson Aiden is three years old this year" 
• Convert the phrase to a password. Take the first letter of each word of the sentence that you've created to create a new, nonsensical word. 
Using the example above, you'd get: "mgaityoty". 
• Add complexity by mixing uppercase and lowercase letters and numbers. This might yield a password like if you always say change the 1st letter 
to upper case " Mgai3yoty ".  This is now a strong password.
• Finally, you could substitute some special characters to make the password even stronger. You can use symbols that look like letters, combine 
words (remove spaces) and employ other ways to make the password more complex. E.g substitute “$” for  “y” and you get “mgait$ot$”

Password strategies to avoid 
Some common methods used to create passwords are easy to guess by criminals. To avoid weak, easy-to-guess passwords: 

•Avoid sequences or repeated characters. "12345678," "222222," "abcdefg," or adjacent letters on your keyboard do not help make secure 
passwords. 
•Avoid using only look-alike substitutions of numbers or symbols. Criminals and other malicious users who know enough to try and crack your 
password will not be fooled by common look-alike replacements, such as to replace an 'i' with a '1' or an 'a' with '@' as in "M1cr0$0ft" or 
"P@ssw0rd". But these substitutions can be effective when combined with other measures, such as length, misspellings, or variations in case, to 
improve the strength of your password. 
•Avoid your login name. Any part of your name, birthday, social security number, or similar information for your loved ones constitutes a bad 
password choice. This is one of the first things criminals will try. 
•Avoid dictionary words in any language. Criminals use sophisticated tools that can rapidly guess passwords that are based on words in multiple 
dictionaries, including words spelled backwards, common misspellings, and substitutions. This includes all sorts of profanity and any word you 
would not say in front of your children. 
•Use different passwords for different systems. If any one of the computers or online systems using this password is compromised, all of your 
other information protected by that password should be considered compromised as well. It is critical to use different passwords for different 
systems. 
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Win 7 Firewall
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UAC
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Win7 Updates ON
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