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Introduction

 Computer Security protects your PC, and you

* Itis never perfect but with care you can make your
computer or on line account very hard to crack

 Wherever you use a computer, or access the internet,
email, social media you will need to protect your
computer with strong passwords, firewalls and anti-
virus programs.

* Ifin doubt do not open an email or go to a website
you are not sure about.

* Follow Top Security Tips slide & be as safe as you can




applying updates to programs

Security updates keeps your PC safe
Microsoft automatic updates should be ON

— You will need to be connected to internet to get updates

— Updates from Microsoft should now occur automatically. Sometimes will
require reboot of your PC. You can always go to START Menu and look
for “Windows Update” and download manually-follow instructions-easy.
Win7 example

Make sure Microsoft firewall is turned ON

Other programs(e.g. Adobe, Firefox, Skype, Java, Flash etc)

— All will have an option to update automatically

— If not sure look under Help for “check for updates” & update manually
* windows 7 just type update in start menu file box
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Updates -More

* |fa program suddenly opens a window or gives a message like
“update available, update now” OR User Access Control Box

— 15t check program name requesting is same as being used. Windows will often
check this anyway.

— Follow instructions, but if in doubt ask for help and cancel

— If program tries to access critical parts of your computer your anti-
virus/windows will likely popup telling you of this. If you have the choice select
non-critical update or similar. If not decline and get advice.

* Using Anti-Virus security programs

— Many anti-virus programs have an option to check all programs on your
computer to determine what needs security updating and then point you at the
correct place to get the update.

 Upgrade older security risky Programs by free download

— From Outlook Express (XP) & Windows Mail (Vista) to Windows Live Mail or Thunderbird.
— From Internet Explorer 6 to Internet Explorer 8, Firefox or Chrome



http://explore.live.com/windows-live-mail?os=other
http://www.mozillamessaging.com/en-US/thunderbird/
http://www.microsoft.com/windows/internet-explorer/worldwide-sites.aspx
http://www.mozilla.com/en-US/firefox/
http://www.google.com/chrome
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PC Firewalls

* PC’s connected to the Internet without a firewall can be hijacked quickly.
Remote PC’s can then control your hijacked computer without you knowing.

— Firewalls are designed to prevent unauthorized access/control to a PC or network.
* All data sent to and from a system with a firewall is monitored and compared with a set of user-
defined security criteria(definitions). Any data that does not meet those criteria is blocked.
— There are two types of mutually complementary firewalls to consider.
* Host-based software firewalls — software that protects the PC it is installed on.(e.g Windows
Firewall, and/or anti-virus program firewall)

* Network-based hardware firewalls — installed between your DSL or cable modem and your home
network to protect all the computers on the network.

 Most High Speed Internet vendors(Bell, Rogers etc.) supply a combined
Modem and Router(wireless or wired) box. The modem/Router box will

contain a network hardware firewall.

 Windows comes with a software firewall which combined with the
hardware modem/Router firewall is a good start

* |In addition to Firewalls every PC should have an anti-malware program(anti-
virus) for additional protection. These programs run in the background and
attempt to catch virus’s that may breach the firewall(s).



Securing DSL/Cable Modem/Routers

For the technically inclined. However someone should do this
for you following guidelines below.

Securing a hardware ethernet firewall (router)
— change the password
— turn off remote management
— turn off UPnP (Universal Plugs and Play i.e. automatic port forwarding)

Securing a wireless router
— All of the above PLUS

— implement WPA2 on the router and the clients (WEP isn't good enough any
more) with a very strong password (20+ characters — gibberish)

— change the default SSID

— don’t bother with MAC address filtering

— don't turn off SSID broadcast (no extra security but performance loss)
— use a VPN when forced to use WEP or an unsecured access point



* Trojan -Software that appears to perform a desirable function
for the user prior to run or install but instead facilitates
unauthorized access of the user's computer system. "It is a
harmful piece of software that looks legitimate. Users are
tricked into loading and executing it on their systems” Another
example on Windows XP.

* Worm - is a self-replicating malware program. It uses a
computer network to send copies of itself to other PC’s

(computers on the network), and it may do so without any user
intervention

Virus - A computer virus is a computer program that can copy
itself and infect a computer. The term "virus" is also commonly
but erroneously used to refer to other types of malware,

including but not limited to adware and spyware programs that

do not have the reproductive ability.

Malware, short for malicious software, is software designed to secretly
access a computer system without the owner's informed consent




Malware Page 2 of 3

— Spyware - is a type of malware that can be installed on
computers, and which collects small pieces of information
about users without their knowledge.

« The presence of spyware is typically hidden from the user, and can be difficult
to detect.

* Designed to steal personal info, identity theft and fraud

— Anti-spyware specific Programs you can obtain include:

 AdAware: AdAware
* Spybot search and destroy: spybot
* Spyware blaster: http://www.javacoolsoftware.com/spywareblaster.html

* Microsoft Security Essentials : MSE
* TrendMicro - Trend scan click on "Free spyware scan


http://www.lavasoftusa.com/software/adaware/
http://www.safer-networking.org/en/spybotsd/index.html
http://www.javacoolsoftware.com/spywareblaster.html
http://www.microsoft.com/security_essentials/
http://www.trendmicro.com/: online

Malware Page 3 -3

— Adware, or advertising-supported software, is a software package
which automatically plays, displays, or downloads adverts to a
computer. .

— Botnet - is a collection of software agents, or robots, that run

autonomously and automatically. The main drivers for botnets are for
recognition and financial gain, often used for denial of service attacks on
competitor websites and general spamming

— Rootkit - software that enables continued privileged access to a computer
while actively hiding its presence from administrators by subverting windows
operating system functionality .

— Keystroke logging (often called keylogging) is the action of
tracking (or logging) the keys struck on a keyboard. Typically in a
covert manner so that the person using the keyboard is unaware that
their actions are being monitored. Used to collect financial
information



AVG

Anti-Virus System

Norton

Anti-virus

- Which one to choose, Free or Pay S$?

- Free: probably okay if no online banking
* Free : AVG Free or Microsoft Security Essentials(MSE)

- Pay: then decide what features you need

* Some do all, some just viruses or spyware
* Most provide internet/email spam protection

* Best deal you can get
» Often Banks will provide free if you use their online
banking. Retail shops often have deals. Can often get 3
licences for price of one, so could share with a friend, or
install on multiple computers.
* Licence is usually for a year, sometimes longer

* |Install more than one??

* Generally should avoid as conflicts occur

e Can run one real time, and others manually as required
* ALWAYS UNINSTALL old anti-virus before installing new one

* IMPORTANT - Always do automatic definition updates

& a“ti'SPVWare programs

7 VirusScan Plus

.'\



http://download.cnet.com/AVG-Anti-Virus-Free-Edition-2011/3000-2239_4-10320142.html
http://www.microsoft.com/security_essentials/
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means and how to avoid

Phishing is the fraudulent process of attempting to acquire sensitive information

such as usernames, passwords and credit card details by masquerading as a
trustworthy entity in an electronic communication. Another Phishing
example via email.

Communications purporting to be from popular social web sites, auction sites,
online payment processors or IT administrators are commonly used to lure the
unsuspecting public. Phishing is typically carried out by e-mail or instant
messaging, and it often directs users to enter details at a fake website whose
look and feel are almost identical to the legitimate one.

Use an anti-virus program that protects from Phishing PLUS common sense.
Always get in the habit of looking at the URL
Browsers like IE or Firefox will have add-ons for anti-phishing

If you receive an email or message you are not sure about DO NOT click on it
but delete it and ask for advice.

12



me Kanata $£y
G Seni1orstr

Keyloggers - protecting
your personal information

Keylogger spyware, also known as a keystroke logger, is a software application that
captures and records each and every keystroke that is typed on your keyboard.

Protect Yourself by:

* Enable your firewalls.
* Install anti-spyware and anti-virus software.

* Obtain and use an automated form-filler, particularly if you often enter personal or financial
information at any website. These form fillers encrypt and save this confidential information
and automatically fill it in, so you won't have to type it in.

* Consider using an on screen keyboard. You would enter your information into this keyboard
using your mouse rather than typing it in. Some Banks now employ this when you log in.

* Keep track of the programs that are running on your computer. Keyloggers tend to run in the
background, out of sight. You can check the programs via the Task Manager by pressing (Ctrl
+ Alt + Delete).

13


http://www.ehow.com/how_2203756_protect-yourself-against-keylogger-spyware.html
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Cookies & safe web surfing k=

Cookies are mostly harmless

— convenience of remembering "state" eg. username/password

— tracking cookies so sites always load your preference e.g English rather than French layout
— You can get rid of them in Firefox:
*  Tools->Options->Privacy->Cookies->"for the originating web site only: set

— You get rid of them in Internet Explorer:

*  Tools->Internet Options...->Privacy->Settings:Advanced->Block

* Getin the habit BEFORE and AFTER using on-line banking when using Browsers to

clear history: Internet Explorer -

Delete Browsing History ‘33 |

Firefox z
o || Preserve Favorites website data

- Keep cookies and temporary Internet files that enable your favorite
Clear Recent Hlstory ngf] websites to retain preferences and display faster.

Time range to clear: | Everything ¥ ] [l Temporary Internet: fles

Copies of webpages, images, and media that are saved for faster

viewing.

- - [¥] cookies

l All selected items will be cleared. Files stored_ on your computer by websites to save preferences
LN This action cannot be undone. | NCERgn Shanadn:
[¥] History

List of websites you have visited.

Details ["] Form data

Saved information that you have typed into forms.

[¥] Browsing & Download History ] Passwiords

m Form & Search HiStOF)’ Saved passwords that are automatically filled in when you sign in to
;;1 N 3 website you've previously visited.
[¥] Cookies ["] InPrivate Filtering data

@ Cache Saved data used by InPrivate Filtering to detect where websites may be
W= ) : automatically sharing details about your visit.
[¥] Active Logins

[] site Preferences

About deleting browsing history Delete J [ Cancel } 14

Clear Now] [ Cancel




Web Browsing - Pop up Windows

Firefox( From Options)

Options &R
' | L %S 7 N o
Geyferal Tabs Content  Applications  Privacy  Security  Advanced
(V] Block pop-up windows
[¥] Load images automatically
[¥] Enable JavaScript
Fonts & Colors
Default font: | Times New Roman v ] Size: [18 v ] lAdvanced... ]
Languages

Choose your preferred language for displaying pages

Choose...

OK

| | cancel || melp

Internet Explorer(From Options)

Internet Options

| General l Security} rivacy | Content | Connections l Programs l Advanced |

[(w =]

Settings
e Select]a setting for the Internet zone.
“®
Medjum
- Bocks third-party cookies that do not have a compact
privacy policy
- Hlocks third-party cookies that save information that can
3 bq used to contact you without your explicit consent
- Restricts first-party cookies that save information that can
bg used to contact you without your implicit consent
[ Sites ] [ Import ] [ Advanced ] Default

Pop-up Blocke
Prefrent most pop-up windows from

]
@—'j apdearing.

[¥] Turn on Pop-up Blocker

InPrivate
Fd
“y ,%‘

[7] Do not collect data for use by InPrivate Filtering

[¥] Disable toolbars and extensions when InPrivate Browsing starts

0K Cancel Apply




Handling Spam emails

Never respond to Spam
» Make sure Spam filters are turned on and check spam folder on a regular basis

* Don't click on unsubscribe links. - If you didn’t originally sign up to receive the
mail, or if you don’t recognize the sender or company sending the email, then don’t
unsubscribe.

* Don’t publish your main email address on any web site or discussion forum.

» Use a separate email address - to sign up for newsletters, online posting, and
mailings. If the mailbox starts receiving an overabundance of spam, you can delete

the mailbox or more aggressively filter it.

* Purchase anti-spam software - blocks 97-99% of spam to reduce the amount of
Spam you receive.

» Use a good email program like gmail that has built in anti-spamming

* Do not reply to spam and Don’t buy anything from spammers..
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w20 password selection and management

Your passwords are the keys you use to access personal information that you've stored on your
computer and in your online accounts (email, banking, online retailers, Skype, facebook etc.)

How to make a strong password :

eMake it lengthy. 8 characters or more, mix upper lower case and use symbols like $,%,&. More different
characters the stronger the password . E.g. “"MySBoatSIsSBlue! ™ is stronger than “‘joan1234™

eYou can create a phrase made of many words (a "pass phrase”) , separated by a symbol (_, *, @, #, ~, etc.) or a
number. A pass phrase is often easier to remember than a simple password. See Create a strong password

eUse words and phrases that are easy for you to remember, but difficult for others to guess.
eChange Password often— typically every 90 days

Password strategies to avoid

*Avoid sequences or repeated characters. "12345678," "222222," "abcdefg”
*Avoid using only look-alike substitutions of numbers or symbols. E.g.ifor 1.

*Avoid your login name. Any part of your name, birthday, social security number, or similar information for your
loved ones constitutes a bad password choice. - ie anything that may be in public domain.

*Avoid simple dictionary words and different passwords for different systems

Use a Password Manager to store multiple different passwords — see notes

— allows very strong passwords, unique password per site, E.g onepass or Lastpass

Keep your Passwords secret - no excuses

Please see Password slides at end for full details



http://www.downloadmost.com/freeware/software/?OnePass-10138.html
http://lastpass.com/
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) Top Security Tips

e Security Scan your computer every week

— Anti-virus Program and spybot (if not in anti-virus program) or Microsoft Security Essentials

— Make sure to download latest virus definitions and latest anti-virus programs when available

* Always download and install security updates for Windows and
browsers(IE ,Firefox etc.)

* Enable Microsoft Firewall and automatic updates
* Do Not open email attachment unless you know who its from. — see notes

— Be wary of chain emails, as the originator may be infected
* Keep your user IDs and passwords confidential
* Create strong, effective passwords of 8 mixed characters or more
— Change every 90 days, use different passwords for different accounts (e.g. email vs banking)
 Use a secure web browsing program such as Firefox, and enable strong
security and privacy settings including the use of a pop-up blocker.
* Set up your email filters to delete or file spam messages.

* Back up your data to CDs or another storage medium on a regular basis.
— If PC gets infected then may need to wipe complete PC Hard Disk &reinstall from CD’s

o
QD
O
b
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Where to go to get more informatiom

*  http://www.microsoft.com/protect/fraud/spam/email.aspx - How to deal with suspicious email

*  RCMP cyber-crime division - http://www.rcmp-grc.gc.ca/scams/index e.htm - excellent tips

*  RECOL: Report Economic Crime OnlLine: https://www.recol.ca - examples of types of fraud

*  check your credit history annually to make sure you have not been compromized. It’s free!
— Equifax: https://www.equifax.ca/

— TransUnion: www.tuscores.ca

®*  anexpert in the field http://www.schneier.com/blog/archives/2004/12/safe_personal c.html

19


http://www.microsoft.com/protect/fraud/spam/email.aspx
http://www.rcmp-grc.gc.ca/scams/index_e.htm
http://www.rcmp-grc.gc.ca/scams/index_e.htm
http://www.rcmp-grc.gc.ca/scams/index_e.htm
https://www.recol.ca/
E:/ksc/check your credit history annually. It’s free!
http://www.tuscores.ca/
http://www.schneier.com/blog/archives/2004/12/safe_personal_c.html

Q&A

* Please contact Steve Courtney at
computer@kanataseniors.ca if you have any
specific questions concerning computer
security or computer problems . | may be able
to help or direct you to someone who can.

* This presentation can be found at

http://www.kanataseniors.ca/pdf-
files/Computers/security.pdf

20


mailto:computer@kanataseniors.ca?subject=Question%20on%20computer%20security
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf
http://www.kanataseniors.ca/pdf-files/Computers/security.pdf
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Trojan example

CTew—— e T

File Edit View History Bookmar Tools Heip

C X o

2, Most Visited 3, Latest Headlines | Snip!

Sage x| 23 Analysis Security [+ [

g Q Options~
= ==
i~ Shared Documents |J My Documents

Hard drive

28 - Google A1 G -

:,' http://www2.safe-keep20.co.cc/?p=p52dcWplanKHjsblo216h4VeOKCFYWCdUIL XoKitaVzHysd2IIN%e2Fel6 orKWeXpWaZZRIZ) Pt die I e ]

System Tasks

View system information
@ Add or remove programs
G’ Change a settings

%" a Hard drive (C:)

Other Places

"Q My Network Places
(£} My Documents %= Windows Security Alert [’;]
I3 Shared Documents
B’ Control Panel

To help protect your computer, Windows Web Security
have detected Trojans and ready to remove them.

Detected spyware and adware on your computer: Filename:

e Win32.HLLW.Shadow.based query.dil =

¥) Trojan.Win32.Buzus.ebbn ALSNDMGR.CPL 1 ﬂ

%) Trojan.GootKit nsreg.dat

%) Bloodhound.Exploit.324 Boot.ini

0 Nuwar.GDM desk.cpl 2
I Remove all J [ Cancel ]

throught Internet connection and send them to its creater. Gather
information can be passwords, e-mail adresses and all that data, which is
important for you.

O Spyware is software, which can gather information from user's computer

back
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More Fake examples

Examples of fake and real Windows XP Security Center

r — — x
@ My computer Online Scan - Interet Explorer provided by Dell LogMeln - Remote Session
() http://195.54.171.159/index.php705=I0E6NODETSTRSE31IUNQEQ&Pr=cwlEZQJhcBxreX&MpB=2ZKNYGWHALTHTY6113GPADS TTES6 1EURLAAIWTVKP m8tUkHOwLIUIQVRUSYD® v | 49 | X Google £ vl
) P php P 00g
< Favorites | 9% &) Largoweather @ Ottawa Weather 22 JigZone & Gmaps Pedometer
& My computer Online Scan i Fﬁ 54 v [ @ v Pagev Safetyv Toolsv @~ i
Favorite Links 4 Hard Disc Drivers (2)
E\ Document Local Disk (C:) Local Disk (D:)
B images g/ e o : g’ ;
Found 277 trojans Found 43 trojans
B Music
% Recently Modified 4 Devices with Removable Storage (2)
BB searchs p
L Commons \y Floppy Disk Drive (A:) \—/; CD Drive (E:)
4 System scan progress
" .
Scan complete. 320 fileinfos was found! Windows Security Alert EM
— _ To help protect your computer, Windows Defender has detected
l @ Your Computer is Infected! @ spyware and ready to remove them
o Riskeve
@ Email-Worm.Win32.Net Critical
Spyware is software which is loaded onto your computer without your knowledge, or
= . » possibly without the full functionality being made clear to you. t can, among other
@ Email-Worm.Win32.Myd Critical things, slow your internet connection down and make frustrating changes to your
browser.
@ Trj-Dwnldr.Win Critical - SrTrIZO0S z TR TemOYET T =
’@ Email-Worm.win32.Eyeveg.b Critical 21372010 5 Waiting removal  _
Security
Virus protection (Important)
windows did not find antivirus software on this computer
Turn off messages about virus protection
back
€ Internet | Protected Mode: On fa v 0% v

T e ————] || ————————S—
; computer O q ‘Write: (no subject) &' Inbox - Mozilla Thu...



http://static1.malwarehelporg.netdna-cdn.com/blog/wp-content/uploads/2010/02/real-and-fake-windows-security-center-xp.gif
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Worm Example

.&Jjanetm@hutmaif.cum - Conversation [ ][]
File Edit Acticns Teels Help

(a

L*r*' janetm@hotmail.com

k

S &8 8 N B 4 &

janetm@hotmail.com said:
OMG IS THISYQUR PICTURE?
hitp:fwww.mymsnpics.netimages/viewpic.php?
=linda @hotmail.com

4 )

Don’t know who linda@hotmail.com is so DONOT click on the link
24



Virus example

L=}
- B
Welcome to the Mozilla Firefox
Setup Wizard
NSET
etup
This wizard will guide you through the installation of Mozilla
Firefox,
ch & TL i o e e d Rk e e e ] Lo o
. e s tions
king L % Mozilla Firefox Setup ' _]l update
- ur
st ™M Trefox Setup?
x|
I DMT HATE MOZILLA BUT USE IE
OR ELSE...

[ ok ]

25
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Adware example

=11
of coffee,

:“QIIM“‘\Q
D PCWORLD - 15 FREF GIFTS) « Micross
Color Printer ’ TRY 2 RISK-FREE ISSUES!

Frew connection
Free modem
Click hore 1o tind out more

WorkS's tastest color printer /
| for under $1000 =0, -~

uote i
Moy pinc 403 Q Phaser 8400 S
: - Color Printer \
| @INS.WECQ $999 \. » Science Proves It Dnnking Causes
e . ~| » Teen Girls Beware: Popular Boys Do THIS 15 FREE
.,-.A » Look What Was Found in Stone Age Cave POWER

ich have a1 » Strange Space Object Mystery Deepans GUIDES
to und':v.v rm:; 2| » Did You See What Bush Dared to Wear?
[eensad sgency | Address || ) if You Get This E-Mail Scam, Delete It

atat

sice Canada and

You can add AOL’ for Broadband to any
high-speed cable or DSL connection!
Works with and enhances any basic
high-speed connection

L
Built-In protection for you and your family ; (

The best on-demand and exclusive on
programming online

GET A FREE TRIA ere has n aspedmwnctuock-u
Upto ‘ x VEl |\ ~ |
?EEE fo detail iR

45

ESST
Ty
M Get cas
your h

This Week's 1
on the Interne

a Released APRIL 14, ), E
A betier wav 10 buv Ide Nz | y

3 Tickie: 1 and Personalty Tests - Ticklecom: The Clrasic 1) Test - Micmiolt Song

: 26
Take thig free test! e R ‘) HomeLoeanCenter.¢om




File Mode Language Help

=l Spybot-5&0 Search & Destroy
=can for problems and remaowe them.

%‘ Fix selected problems & Print ‘ Help

vearch & Destrop ’O Check. for prablems

0

Recoveny

'

Irnmnunize

This iz the main scan page of Spebot-5&0. Here you scan vour system [M'Check for

problerns' button] and fix any problems found ["Fis selected problems" buttan). Hint:
if yau haven't done 20 yet, we recaommend pou read the tutonal [zee Help mernu) to

learn how to deal with the scan resulks.

Hide thiz infarmation

q Froblem K.ind Company: DoubleClick  »
W G- [¢] Bluesueak I entnes Product: Cookie

Threat: Tracking cookie

DoubleClick 1 entries or cookie of tracking site

Update

Fa=ztClick 1 entries

] ) ) :::| Company URL:

L HitB ox 2 entnes i http: v, doubleclick. com
= | i Company privacy URL:

— MediaPl 1 entri http: /v, doubleclick. com
ediariex enines ! .-"L-IS.-"EDTDD[E'ZE-‘.-"D[i'-.-‘EE'.-!.-"D[iVEE

Donations .__ . KillS5ec 1 entnesz

7] Statcounter 1 entries

Zedo 1 entries

12 problems found [17:23)

27
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Phishing Examples

\ |
1' Sl el g (@) hitps://www1.bmo.com/cgi-bin/netbnx/NBmain 3 W ov |

.. '@ CB .. £ picasa Web Albums - ... MM ‘.' Google M
ws - Home X [ BMO Bank of Montreal Online... X | +

bmo.com | site map | contact us | locate us | francais | X

File Edt \iew Favorites Tools Help

) y p ')‘,_‘Seach S g Favorites {64 L,,.' 4 o | & 3

» bmo.com | site map | contact us | locate us | frangais | X
Bank of Montreal

Signin ’ Online Banking Ral GO

C & W orgages Loans & I estments nsurance Online Banking
Plans Credit Cards
Sign In l Take a Tour I FAQS | Reglster Now Security Tips | Technical

Requiraments
Sign In to Online Banking L Tools & Info
: When notto save
Bank Card: 500766 - Password: G0 | your Bank Card

What's new in

[] Remember my Bank Card Online Banking

Forgoften Password? Register Now
Online Banking Tour

o
QD
(@]
==
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Phising example 2

BMO Gﬁ Bank of Montreal

Dear Customer

We walue your relationship with Bank of Nontreal To serve you better,we are installing
the Best Banking software and would require you Update Your Online Banking Records.

This is being done to secure your accounts and to protect your personal informations
from being compromised We at Bank of Iontreal are commitied in making sure that

your online transactions are secure.

Click on the link below to Update your Account Records
ht tpsffwrwrw. Online Banking Log-InfrdcLogin//RXZIbnQzIERIYZAS

Once your information has been updated and confirmed your online service would
continue as usual and would not be interrupted

mincerely,
Bank of IWontreal
Online Customer Service

29
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Passwords 1 of 2

How to make a strong password

*Make it lengthy. Each character that you add to your password increases the protection that it provides many times over.

¢ Your passwords should be 8 or more characters in length; 14 characters or longer is ideal.

® You can create a phrase made of many words (a "pass phrase”), separated by a symbol (_, *, @, #, ~, etc.) or a number. A pass phrase is often
easier to remember than a simple password, as well as longer and harder to guess.

eCombine letters, numbers, and symbols. The greater variety of characters that you have in your password, the harder it is to guess.
*The fewer types of charactersin your password, the longer it must be. 15-character password composed only of random letters and
numbers is about 33,000 times stronger than an 8-character password composed of characters from the entire keyboard. If you cannot
create a password that contains symbols, you need to make it considerably longer to get the same degree of protection. An ideal password
combines both length and different types of symbols.
eUse the entire keyboard, not just the most common characters. Symbols typed by holding down the "Shift" key and typing a number are
very common in passwords. Your password will be much stronger if you choose from all the symbols on the keyboard, including punctuation
marks not on the upper row of the keyboard, and any symbols unique to your language.

Other important specifics include:

eUse words and phrases that are easy for you to remember, but difficult for others to guess.

The easiest way to remember your passwords and pass phrases is to write them down. Contrary to popular belief, there is nothing wrong with
writing passwords down, butthey need to be adequately protected in order to remain secure and effective. In general, passwords written on a piece
of paper keptaway from system access devices are more difficult to compromise across the Internet than a password manager, Web site, or other
software-based storage tool.

How to access and change your passwords

The Help files for your computer operating system will usually provide information about how to create, modify, and access
password-protected user accounts, as well as how to require password protection upon startup of your computer. You can also try to
find this information online at the software manufacturer's Web site. For example, if you use Microsoft Windows XP, online help can
show you how to manage passwords, change passwords, and more.

Keep your passwords secret
Treat your passwords and pass phrases with as much care as the information that they protect.
if you have to write them down, consider a password "safe" with a master password that's not written down e.g. keyring for the palm or KeePass for
windows See (http://keepass.sourceforge.net/)
- use https://www.grc.com/password to generate crypto secure passwords
- use lastpass http://lastpass.com/
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Passwords 2 of 2

Create a strong, memorable password in 3 or 4 steps
Use these steps to develop a strong password:

* Think of a sentence that you can remember. Use a memorable sentence, such as "My grandson Aiden is three years old this year"

* Convert the phrase to a password. Take the first letter of each word of the sentence that you've created to create a new, nonsensical word.
Using the example above, you'd get: "mgaityoty".

* Add complexity by mixing uppercase and lowercase letters and numbers. This might yield a password like if you always say change the 1 letter
to upper case " Mgai3yoty". Thisis now a strong password.

* Finally, you could substitute some special characters to make the password even stronger. You can use symbols that look like letters, combine
words (remove spaces) and employ other ways to make the password more complex. E.g substitute “$” for “y” and you get “mgaitSot$”

Password strategies to avoid
Some common methods used to create passwords are easy to guess by criminals. To avoid weak, easy-to-guess passwords:

*Avoid sequences or repeated characters. "12345678," "222222," "abcdefg," or adjacent letters on your keyboard do not help make secure
passwords.

*Avoid using only look-alike substitutions of numbers or symbols. Criminals and other malicious users who know enough to try and crack your
password will not be fooled by common look-alike replacements, such as to replace an 'i' with a '1' or an 'a' with '@" as in "M1cr0$0ft" or
"P@sswOrd". But these substitutions can be effective when combined with other measures, such as length, misspellings, or variationsin case, to
improve the strength of your password.

*Avoid your login name. Any part of your name, birthday, social security number, or similar information for your loved ones constitutes a bad
password choice. This is one of the first things criminals will try.

*Avoid dictionary words in any language. Criminals use sophisticated tools that can rapidly guess passwords that are based on words in multiple
dictionaries, including words spelled backwards, common misspellings, and substitutions. This includes all sorts of profanity and any word you
would not say in front of your children.

*Use different passwords for different systems. If any one of the computers or online systems using this password is compromised, all of your
other information protected by that password should be considered compromised as well. It is critical to use different passwords for different
systems.
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Win 7 Firewall

. Ov'ﬂ » Control Panel » System and Security » Windows Firewall
-

File Edit View Tools Help

Control Panel Home

Allow a program or feature
through Windows Firewall

r@] Change notification settings

@' Turn Windows Firewall on or off
# Restore defaults

@ Advanced settings

Troubleshoot my network

See also
Action Center
Network and Sharing Center

v | 44 || search control panel L

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer through

the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

l @ Home or work (private) networks

Connected (4)

Networks at home or work where you know and trust the people and devices on the netwerk

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

Notification state;

l a Public networks

On

Block all connections to programs that are not on the
list of allowed programs

=1 Network

Notify me when Windows Firewall blocks a new
program

Not Connected (v
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UAC

Den't run the program unless you know where it's from or you've used it

intelliadmin,exe
Unidentified Publisher

I trust this program. I know where it's from or I've used it before.

() Details

User Account Control helps stop unauthorized changes to your computer,
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“ Ovl @) « System and Security » Windows Update » Change settings v | ‘7‘ l Search Control Panel
4

File

Win7 Updates ON

[oE]rE=]

Edit View Tools Help

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also install them before shutting down the computer.

How does automatic updating help me?

Important updates

0) [Install updates automatically (recommended) v

Install new updates: {Every day v] at [3:00 AM v]

Recommended updates

[¥] Give me recommended updates the same way [ receive important updates
Who can install updates

Allow all users to install updates on this computer
Microsoft Update

[7] Give me updates for Microsoft products and check for new optional Microsoft software when [ update
Windows

Software notifications

[7] Show me detailed notifications when new Microsoft software is available

Note: Windows Update might update itself automatically first when checking for other updates. Read our privacy
statement online.

[ ’@‘OK J[ Cancel
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